Published by The College of Science & Information Technology (COSIT), TASFUED, Vol. 19, No. 2, pp. 246-257.

vy COSIT, TASFUED
e Journal of Science and Information Technology (JOSIT)

Big Data Analytics and Crime Mapping in African Cities: Implications for
Security Governance and Evidence-Based Policing

Oladejo, A. O.; Alabi, R. A.

Department of Sociological Studies, Tai Solarin Federal University of Education, P.M.B
2118, ljebu-Ode Ogun State, Nigeria.

Corresponding Author: oladejoaoc@tasued.edu.ng; ayooladejo23@gmail.com
Other Author: Alabijibola9@gmail.com

Abstract

With an emphasis on the consequences for security governance and evidence-based policing, this study attempts
to investigate the use of Big Data analytics and crime mapping in African cities. Although data-driven policing is
becoming more and more popular worldwide, little context-specific study has been done on the particular socio-
institutional factors influencing its application in African metropolitan settings. Using comparative case studies
of Johannesburg, Nairobi, Accra, and Lagos, the study employs a qualitative, doctrinal, and comparative analytical
method, drawing from recent literature, policy papers, and institutional reports (2024—2026). Routine Activity
Theory, Crime Pattern Theory, and Socio-Technical Systems Theory serve as its theoretical foundations. The
results show that crime hotspot identification, resource allocation, and proactive decision-making are much
improved by Big Data tools, such as Geographic Information Systems (GIS) and predictive police models. The
study contributes to knowledge by integrating criminological theory with digital policing practices in African
contexts. It concludes that sustainable adoption requires not only technological investment but also robust
governance structures to ensure accountability, legitimacy, and public trust in urban security systems.

Keywords: Big Data Analytics; Crime Mapping; Predictive Policing; Security Governance; Evidence-Based
Policing

INTRODUCTION into law enforcement operations to enhance
crime prevention, detection, and response (Lee

Background: Evolution of Digital Policing et al., 2024). Digital policing techniques like
and Urban Crime Challenges crime mapping and predictive analytics have
Big Data analytics, which is characterised grown in importance in urban settings, where

by the attributes of volume, velocity, and crime patterns are frequently dynamic and
variety, allows law enforcement agencies to geographically concentrated. These tools
process large and complex datasets derived enhance proactive policing methods by making
from multiple sources, including crime reports, it easier to identify crime hotspots, temporal
surveillance systems, social media, and sensor trends, and offender conduct. Rapid
technologies. This paradigm shift involves urbanisation, informal settlements, youth
integrating Big Data analytics, artificial unemployment, and inadequate institutional
intelligence (Al), and geospatial technologies capacity are some of the particular urban crime
_ issues that African cities face, making it more

Cite as: difficult for these technologies to be effectively
Oladejo, A. O.; Alabi, R. A. (2025). Big Data Analytics and used. ~ Furthermore,  discussions  about
Crime Mapping in African Cities: Implications for Security algorithmic bias, privacy, and civil liberties
Governance and Evidence-Based Policing. Journal of have been sparked by the growing use of digital
Science and Information Technology (JOSIT), Vol. 19 No. monitoring and data-driven police. According
2. pp- 246-257. to recent research, Big Data-driven policing has
©JOSIT Vol. 19, No. 2, November 2025. the potential to increase efficiency, but its
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success is still dependent on institutional
accountability, governance frameworks, and
data quality (Lee et al., 2024).

Historical Context: Crime Mapping and
Policing Practices in African Cities

The idea of crime mapping is not new to
law enforcement; its roots can be seen in early
nineteenth-century cartographic examinations
of crime. However, the use of Geographic
Information Systems (GIS) in the late 20th and
early 21st centuries were a major factor in the
relatively recent emergence of systematic crime
mapping in Africa. Reactive tactics, manual
record-keeping, and community-based
intelligence systems have long been the
mainstays of traditional African city policing.
Although these approaches have yielded
insightful local information, they have
frequently been constrained by poor data
management systems, inefficiencies, and a lack
of  standardisation. = Law  enforcement
organisations may now geographically
visualise crime patterns because to the
development of GIS technologies.
Consequently, enhancing resource allocation
and situational awareness. According to recent
studies, GIS-based crime mapping has been
used more frequently in Sub-Saharan Africa to
assist with urban crime management;
nevertheless, its application is still unequal
because of technological and infrastructure
limitations (Yusuf et al., 2025). Despite these
developments, many  African police
organisations still use hybrid systems that blend

cutting-edge  digital  technologies  with
conventional policing techniques.
Problem Statement: Data Gaps,

Infrastructure, and Governance Challenges

The use of crime mapping and big data
analytics in African cities is limited by a
number of institutional and structural issues,
despite the increased interest in these fields.
First, underreporting of crimes, disjointed data
systems, and poor agency interoperability result
in large data gaps. The validity and
dependability of crime mapping results and
predictive models are compromised by these
problems. Second, the successful use of data-
driven policing technologies is hampered by
infrastructure flaws, such as poor ICT
infrastructure, restricted access to dependable
internet  connectivity, and a lack of
technological resources. Law enforcement
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organisations in many African contexts lack the
financial resources and technological know-
how necessary to install and maintain
sophisticated analytics systems. Third, the
ethical application of Big Data in law
enforcement is called into question by
governance issues like lax regulatory
frameworks, a dearth of data protection
regulations, and a lack of accountability
systems. According to new data, the usage of
Al-powered surveillance systems in Africa has
surpassed the creation of strong institutional
and legislative protections, raising the
possibility of abuse and the deterioration of
civil freedoms (The Guardian, 2026).

Research Questions

The following research questions serve as

the basis for this investigation:

1. How are crime mapping and policing
techniques in African cities being
changed by big data analytics?

2. What are the main obstacles to the
implementation of data-driven policing
in urban African settings?

3. How is security governance and
accountability  affected by the
incorporation of Big Data analytics?

4. How does crime mapping improve
African cities' evidence-based
policing?

Research Objectives
This study's primary goals are to:
1. Examine how big data analytics is used
in modern African city policing.

2. Examine how crime mapping
technologies are used in urban crime
control.

3. Assess how data-driven policing

affects security governance.

4. Evaluate how crime mapping and big
data contribute to evidence-based
policing.

Significance of the Study

By offering a contextualised analysis of Big
Data analytics and crime mapping in African
cities, this work adds to the expanding corpus
of research on digital policing. By exposing the
advantages and difficulties of data-driven
policing, it provides insightful information for
scholars, law enforcement, and legislators. The
report also emphasises how crucial it is to have
strong governance frameworks in order to
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guarantee the moral and efficient application of
technology in law enforcement. It expands the
conversation on evidence-based policing and
urban security governance in Africa by bridging
the gap between theory and practice

LITERATURE REVIEW

Big Data Analytics in Policing: Concepts,
Tools, and Applications

A key element of contemporary policing is
big data analytics, which allows law
enforcement organizations to examine vast
amounts of structured and unstructured data in
order to spot trends, anticipate criminal activity,
and allocate resources as efficiently as possible.
One important use of big data is predictive
policing, which uses statistical models and
algorithms to predict crime hotspots and guide
preventative measures. Big Data-driven
policing may improve operational effectiveness
and bolster crime prevention tactics, according
to empirical data. Though interest in predictive
policing is expanding, only a tiny percentage of
research show good empirical support,
according to a systematic analysis by Lee et al.
(2024). Furthermore, a variety of technologies
are included in Big Data analytics, such as
machine learning algorithms, Network analysis
and data mining tools make it easier to combine

various datasets, including social media
activity, demographic information, and
criminal reports. Law enforcement

organizations can switch from reactive to
proactive policing approaches thanks to these
tools.

Crime Mapping in African Cities: Current
Practices, Successes, and Limitations

In order to visualize spatial patterns of
crime and guide policing methods, crime
mapping has emerged as a crucial tool. GIS-
based crime mapping has been used in African
towns to pinpoint crime hotspots, distribute
resources effectively, and assist with urban
planning projects. Research shows that in
certain African situations, the use of GIS
technologies has enhanced  situational
awareness and decision-making. For example,
crime mapping has improved the efficacy of
policing operations by enabling targeted
interventions in high-risk regions (Yusuf et al.,
2025). However, issues including scarce data,
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low-quality data, and a lack of technological
know-how frequently hinder the application of
crime mapping in Africa. Additionally,
inconsistent data collection and reporting
procedures make it more difficult for crime
figures from various jurisdictions to be reliable
and comparable.
Evidence-Based Policing and Urban
Security Governance

Evidence-based policing (EBP) places a
strong emphasis on using data analysis and
empirical research to guide policing tactics and
assess their efficacy. This strategy is a change
from more methodical and scientific
approaches to conventional police models
based on experience and intuition. EBP
principles are increasingly being adopted in
African policing, as seen by recent events. For
instance, the South African Police Service has
improved crime reduction outcomes and
decision-making processes by incorporating
evidence-based techniques into its operational
initiatives (African News Agency, 2025).
Because EBP encourages accountability,
transparency, and performance evaluation, it
also has important implications for security
governance. Policymakers and law
enforcement organizations can create more
efficient and fair security measures by
depending on data-driven insights.

Integration of Big Data and Crime Analytics

An important development in law
enforcement is the combination of crime
mapping with Big Data analytics. Law
enforcement organizations can produce more
precise and useful insights into crime trends by
fusing spatial research with predictive models.
The detection of crime clusters and the
forecasting of future incidents are made
possible by sophisticated analytical models like
spatiotemporal algorithms. These maodels,
however, heavily rely on the accuracy and
completeness of the data. According to
research, skewed forecasts and poor
enforcement tactics can result from missing or
erroneous data, especially in situations where
underreporting is prevalent (Das et al., 2025).
Important ethical issues are also brought up by
the combination of crime analytics and big data,
such as the possibility of biased policing tactics
and algorithmic bias.
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Gaps in Existing Research and Knowledge

There are still a number of gaps in the
growing body of research on crime mapping
and big data analytics. First, there aren't enough
context-specific studies that concentrate on
African cities, where distinct institutional and
socioeconomic factors affect police tactics.
Second, current research frequently ignores
governance, ethical, and legal considerations in
favour of technology ones. This disparity is
especially noticeable in Africa, where privacy
and data protection laws are still developing.
Third, the long-term efficacy of crime mapping
and predictive policing in lowering crime and
enhancing public safety is not well supported
by empirical data. According to Lee et al.
(2024), there is yet insufficient data to support
Big Data-driven policing. To address the
complex issues related to digital policing in
African cities, interdisciplinary approaches that
incorporate criminology, data science, and
public policy are also necessary, underscoring
the need for additional research.

THEORETICAL AND CONCEPTUAL
FRAMEWORK

Definitions of Operations

Key concepts are operationalized as
follows for analytical clarity. Large, complex
datasets with great volume, velocity, diversity,
and veracity are referred to as "big data,” and
their interpretation calls for sophisticated
computing techniques (Kitchin, 2024). The use
of Geographic Information Systems (GIS) is
indicated by crime mapping to perceive,
evaluate, and comprehend crime's geographic
patterns (Chainey & Ratcliffe, 2024). In order
to predict possible criminal activities,
predictive policing applies machine learning
and statistical algorithms (Perry et al., 2024).
The institutional arrangements, rules, and
procedures used to manage security among
state and non-state actors are collectively
referred to as security governance (Abrahamsen
& Williams, 2024). The methodical application
of empirical data and scientific techniques to
guide policing tactics and decision-making is
known as evidence-based policing (EBP) (Lum
& Koper, 2024).
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Core Concepts of Big Data (Volume, Variety,
Velocity, Veracity)

Four key features: volume, diversity,
velocity, and veracity form the foundation of
big data analytics. The enormous amount of
data produced by various sources, including
social media, mobile devices, and surveillance
systems, is referred to as volume. The diversity
of data types, such as organized, semi-
structured, and unstructured data, is captured by
variety. The speed at which data is created and
processed, allowing for real-time analytics, is
referred to as velocity. In policing scenarios,
where faulty data might result in incorrect
judgments,  veracity  pertains to the
dependability and quality of data (Kitchin,
2024, Batty, 2025). The usefulness of Big Data
analytics in African policing systems is greatly
impacted by issues with data validity, such as
underreporting and irregular data gathering
(UNODC, 2025).
GIS and Spatial in  Crime
Mapping

Because they make it possible to visualize
and analyze crime data spatially, GIS
technologies are essential to crime mapping.
Law enforcement organizations can discover
patterns and trends in criminal activity by using
spatial analytics techniques including spatial
autocorrelation, kernel density estimation, and
hotspot analysis (Chainey & Ratcliffe, 2024).
Recent developments have improved the ability
for real-time crime monitoring and predictive
modelling by integrating GIS with Big Data
platforms. Research shows that spatial analytics
enhances operational effectiveness and
resource allocation, especially in metropolitan
settings with high crime rates (Esri, 2024).
However, data quality and technical capability
continue to be critical to the efficacy of GIS-
based crime mapping in African cities (Yusuf et
al., 2025).

Analytics

Security Governance Frameworks and
Institutional Contexts

In  African cities, community-based
organizations, private security players, and
state institutions interact intricately to manage
security. In order to handle urban security
issues, modern governance frameworks place a
strong focus on decentralization, multi-level
coordination, and public-private partnerships
(Abrahamsen & Williams, 2024).

Transparency, accountability, and policy
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efficacy could all be improved by integrating
Big Data analytics into security governance.
However, the efficient governance of digital
policing technology is frequently hampered by
shoddy institutional frameworks and scant
regulatory monitoring (African Union, 2025).

Evidence-Based Policing Principles and
Accountability Mechanisms

The foundations of evidence-based
policing include accountability, transparency,
and scientific rigour. In order to assess policing
tactics and results, it entails the methodical
gathering and analysis of data (Lum & Koper,
2024). To evaluate the efficacy of interventions,
EBP in practice uses instruments including
performance indicators, quasi-experimental
designs, and randomized controlled trials. By
offering more precise and fast data for decision-
making, the incorporation of Big Data analytics
improves EBP. However, if data-driven
policing is not appropriately managed, there are
worries that it could perpetuate preexisting
biases (College of Policing, 2024).

Theoretical Framework

Three main theoretical stances serve as the
foundation for this investigation. According to
Routine Activity Theory, crime happens when
a suitable target, a motivated criminal, and the
lack of a skilled guardian come together in both
place and time (Cohen & Felson, 1979/updated
applications in Andresen, 2024). The spatial
and temporal distribution of crime is
emphasized by Crime Pattern Theory, which
also  highlights  the  significance  of
environmental elements in influencing criminal
behaviour (Brantingham & Brantingham,
2024). Furthermore, Socio-Technical Systems
Theory offers a paradigm for comprehending
how social structures and technical systems
interact, especially when it comes to digital
policing (Baxter & Sommerville, 2024).

Linking Theory to Practice and Policy
Implications

The integration of these theoretical
frameworks with Big Data analytics and crime
mapping provides a robust foundation for
evidence-based policing. While socio-technical
systems theory emphasizes the significance of
matching technological advancements with
institutional and social contexts, routine
activity and criminal pattern theories guide the
identification of crime hotspots and risk factors.
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These frameworks highlight the necessity of
data-driven, context-sensitive approaches to
urban security governance from a policy
standpoint. In addition to investing in
technology, effective implementation
necessitates institutional reform and capacity
building (UNODC, 2025).

METHODOLOGY

The application of crime mapping and Big
Data analytics in African policing is examined
in this study using a qualitative, conceptual, and
analytical design. While doctrinal research
looks at the legal and policy foundations
governing digital policing, the qualitative
method enables a thorough comprehension of
socio-institutional dynamics (Creswell &
Creswell, 2024). Peer-reviewed journals, policy
studies, UNODC publications (2025), police
records, GIS datasets, and open-source crime
databases were among the secondary sources

from which the data were gathered.
Triangulation is made possible by this
combination, guaranteeing thorough and
trustworthy insights. Analytical techniques
combine  machine learning, predictive
modelling, and geographical analysis.

Statistical algorithms predict trends, machine
learning techniques like classification and
clustering process complicated datasets to
produce actionable knowledge, and GIS tools
map crime patterns and hotspots (Esri, 2024;
Batty, 2025). Legal and ethical issues are
crucial, especially when it comes to data
protection, informed consent, and privacy, all
of which are still lacking in many African
contexts (African Union, 2025). Promoting
accountability,  transparency, and legal
protections to stop the perpetuation of social
injustices are ways to combat algorithmic bias
(The Guardian, 2026). By cross-validating
prediction models and triangulating data
sources, reliability and validity are guaranteed,
yielding solid and reliable results that may be
applied to practice and policy (Creswell &
Creswell, 2024).
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AFRICAN URBAN POLICING
CONTEXT
Rapid urbanisation, socioeconomic

disparity, and population increase have
produced the complex and dynamic
criminal concerns that African cities face.
Many metropolitan areas have high rates of
organised crime, cybercrime, and robbery,
which reflect both structural weaknesses
and flexible criminal tactics (UNODC,
2025). The availability and calibre of ICT
infrastructure have a significant impact on
the use of Big Data analytics in law
enforcement. The operationalization of
data-driven police methods is hampered by
the lack of internet connectivity, data
storage, and technological resources in
many African cities, even though others
have achieved significant strides in digital
transformation (World Bank, 2025). The
ability of police organisations to apply
contemporary, intelligence-led strategies is

sometimes  hampered by  resource
limitations, such as insufficient financing,
inadequate  training, and  outdated
equipment  (African  Union, 2025).

Therefore, coordinated participation from a
variety of stakeholders including local
communities, law enforcement agencies,
municipal  authorities, civil  society
organisations, and technology providers is
necessary for effective urban security
governance. In order to bridge technical
capacity and skill gaps and enable the
integration of digital tools into policing
practice, public-private collaborations are
especially important (Abrahamsen &
Williams, 2024). When taken as a whole,
these elements demonstrate the necessity of
strategic investments in technology,
capacity  training, and cooperative
frameworks to improve the efficacy of
urban policing in African cities.
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BIG DATA ANALYTICS AND CRIME
MAPPING TOOLS

Data from various sources must be
systematically gathered, stored, and
managed in order for crime analysis to be
effective. By combining structured and
unstructured datasets, big data platforms
allow for thorough investigation of criminal
activity and support evidence-based police
(Kitchin, 2024). Spatial analytics and crime
mapping rely heavily on Geographic
Information System (GIS) platforms like
ArcGIS and QGIS. They give law
enforcement organisations useful spatial
intelligence by visualising crime trends,
identifying hotspots, and assisting in well-
informed decision-making (Esri, 2024).
Machine learning algorithms are used in
predictive police systems to examine past
data and predict possible future incidents.
Although the accuracy of these techniques
depends heavily on the completeness and
quality of the data, they improve proactive
measures (Perry et al., 2024).

For Big Data analytics to be
successfully implemented, interoperability
with current government and police
systems is essential. Smooth data exchange
between agencies enhances overall security
governance, minimises redundancy, and
promotes coordination (World Bank,
2025). The use of Big Data in law
enforcement is heavily influenced by
ethical and prejudice considerations. To
maintain justice, accountability, and public
trust in data-driven police projects, strong
legislative  frameworks and ongoing
monitoring are necessary due to privacy
issues, algorithmic bias, and the possibility
of discriminatory consequences (College of
police, 2024; The Guardian, 2026).
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CASE  STUDIES
ANALYSIS

AND DATA

Johannesburg, South Africa — Crime
Mapping Application

One of the most sophisticated examples
of crime mapping in Africa is
Johannesburg. In order to track crime
patterns and pinpoint high-risk locations,
the South African Police Service (SAPS)
has incorporated Geographic Information
Systems (GIS) into its operating structure.
Hotspot analyses have been produced using
crime mapping technologies, allowing for
the strategic allocation of resources and the
deployment of focused patrols. According
to recent research, GIS-enabled policing
has enhanced situational awareness and
proactive interventions, which have
resulted in quantifiable decreases in some
categories of urban crime, especially
property-related offences (African News
Agency, 2025). Law enforcement
organisations are now better equipped to
comprehend the fundamental causes of
crime because to the integration of spatial
data with socioeconomic information. But
issues with data integration and reporting
standards still exist with systems in
different jurisdictions (UNODC, 2025).

Nairobi, Kenya — Predictive Policing
Implementation

One prominent example of predictive
policing in East Africa is Nairobi. The
Kenyan National Police Service has
experimented with data-driven strategies
that forecast possible crime hotspots by
combining machine learning algorithms
with  past crime data. By using
spatiotemporal models to assess criminal
activity patterns, these predictive systems
help law enforcement organisations
allocate resources more effectively.
Research indicates that Nairobi's predictive
policing has accelerated reaction times and
increased the efficacy of crime prevention
tactics (World Bank, 2025). Predictive
policing has, however, sparked worries
about algorithmic bias and the possibility of
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disproportionately targeting vulnerable
communities. Academics stress that the
design must be transparent and accountable
and the application of predictive models to
reduce these hazards (Kitchin, 2024).

Accra, Ghana - Spatial Analysis for
Urban Crime Management

The Ghana Police Service has been
using spatial analysis methods more and
more in Accra to help with urban crime
control. Evidence-based decision-making is
facilitated by the mapping of criminal
occurrences and the identification of spatial
clusters using GIS-based techniques.
According to research, by detecting high-
risk places and temporal trends, spatial
analytics has improved law enforcement
organisations' ability to respond to crime
more successfully (Yusuf et al., 2025).
Additionally, safer urban settings have been
developed as a result of the integration of
crime mapping with urban planning
activities. However, restrictions in data
availability and technical skills limit these
programs' efficacy. Significant obstacles
still exist due to the absence of thorough
crime databases and standardised data
collection procedures (UNODC, 2025).

Lagos, Nigeria, Evidence-Based Policing
Adoption

One of the biggest megacities in Africa,
Lagos offers a challenging policing
environment due to its dense population
and varied crime trends. The utilisation of
surveillance  systems, data analytics
platforms, and crime mapping tools are just
a few of the digital policing projects that the
Lagos State Government and law
enforcement agencies have started. The
integration of data from many sources, like
police records, emergency response
systems, and community reports, has made
it easier for Lagos to embrace evidence-
based policing. These programs have
enhanced situational awareness and made it
possible to make better decisions (World
Bank, 2025). Significant obstacles still exist
despite these developments, especially with
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regard to institutional capacity,
interoperability, and data  quality.
Furthermore, privacy issues and the

possible abuse of surveillance technologies
underscore the necessity of strong
governance systems. (The Guardian, 2026).
Comparative Analysis and Lessons
Learned

When the four case studies are
compared, they show both similarities and
context-specific differences in the use of
crime mapping and big data analytics.
Nairobi exemplifies the promise of
predictive policing, whereas Johannesburg
shows the most advanced use of GIS-based
crime mapping. Lagos emphasises the
significance of incorporating data-driven
approaches within intricate urban contexts,
whereas Accra emphasises the need of

Important takeaways include how crucial
data quality, institutional capability, and
governance frameworks are in deciding
how successful digital policing programs
are. Furthermore, it is clear that all
situations require context-sensitive
strategies that take socioeconomic and
cultural  aspects into  consideration
(UNODC, 2025; World Bank, 2025).

Tables, Maps, and Figures

Figure 1: Lagos Crime Density Map ¢ Uses
kernel density estimation to show the
spatial distribution of crime hotspots.

Figure 2: Workflow Diagram for Predictive
Policing « Illustrates the data flow from
collection to  processing, analysis,
prediction, and deployment.

spatial analytics in urban planning.
Table 1. Data Quality and ICT Readiness in Different Cities.
| City  |[ICT Infrastructure|Data Availability||Analytical Capacity|
[Johannesburg|| High | High | High |
| Nairobi || Moderate | Moderate |  Moderate |
| Accra ||  Moderate | Low-Moderate |  Moderate |
| Lagos || Moderate-High || Moderate ||  Moderate |

SECURITY GOVERNANCE AND
POLICY IMPLICATIONS

Both national and local frameworks that
specify the duties, responsibilities, and
operational mandates of law enforcement
agencies influence security governance in
African towns. These frameworks are rapidly
incorporating digital technologies into more
comprehensive approaches to public safety and
crime prevention. A steady move towards
evidence-based, data-driven governance is
reflected in recent policy initiatives that
highlight the integration of Big Data analytics
into national security plans. However,
depending on institutional ability, political
commitment, and resource allocation, these
frameworks' efficacy differs significantly
between nations (African Union, 2025).

Strong interagency collaboration and the
creation of  standardised  data-sharing
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procedures are necessary for the application of
Big Data analytics in law enforcement. To
enable the successful integration of disparate
datasets, cooperation between law enforcement
agencies, local authorities, and commercial
sector actors is essential. The necessity for
integrated information systems and precise
operating rules is highlighted by persistent
issues that continue to be significant obstacles
to effective data interchange, such as
fragmented data systems and insufficient
interoperability (World Bank, 2025).

Adoption of Big Data-driven policing is
heavily influenced by legal and regulatory
factors. Despite the fact that several African
nations have passed data privacy legislation,
enforcement is nevertheless uneven, and legal
frameworks often fall behind the quick
advancement of technology. To guarantee that
digital tools are used in ways that uphold civil
liberties, privacy, and fundamental rights while
promoting operational effectiveness, policing
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rules must change (African Union, 2025). To
reduce the risks of algorithmic bias, privacy
infringement, and discriminatory
consequences, ethical governance methods are
crucial. Fairness and legitimacy in data-driven
policing are protected through the
establishment of oversight organisations,
accountability structures, and transparency
mechanisms. Building trust, improving public
responsibility, and guaranteeing the acceptance
and efficacy of technological initiatives in
urban security management all depend on
community participation  (Kitchin, 2024,
UNODC, 2025).

IMPACTS ON EVIDENCE-BASED
POLICING

The ability of law enforcement
organisations to react to crimes quickly and
strategically has been revolutionised by big data
analytics and crime mapping. These techniques
allow for more effective resource allocation and
targeted interventions in high-risk locations by

detecting temporal and spatial trends in
criminal activity. By optimising patrol
deployment, cutting reaction times, and

concentrating investigative efforts where they
are most required, this data-driven method
helps policing agencies improve operational
effectiveness (Esri, 2024). By offering decision
assistance for risk assessment and trend
forecasting, predictive policing apps expand the
capabilities of law enforcement. These
techniques enable proactive measures that
lessen dependency on reactive responses by
analysing past crime data to predict possible
crimes. However, the quality of the data and the
rigour of the methodology have a significant
impact on how reliable predictive models are.
Predictive policing may produce unfair or
deceptive results in settings with insufficient,
out-of-date, or biased data, which could
exacerbate already-existing social inequalities
(Kitchin, 2024; Perry et al., 2024).

Efficiency, accountability, and
transparency are further enhanced by the
incorporation of Big Data analytics into police
operations.  Operational  workflows are
streamlined by automated data collection,
processing, and analysis, and quantifiable
indications obtained from these systems offer
impartial benchmarks for assessing
performance. By guaranteeing that resource
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allocation and policing decisions are rational,
auditable, and in line with policy goals, these
evidence-based procedures promote increased
institutional accountability (Lum & Koper,
2024). Big Data-driven policing has a variety of
effects on legitimacy and community trust.
Although analytics can improve procedural
justice and transparency, worries about
algorithmic bias, privacy, and spying could
erode public trust. In order to guarantee
procedural fairness, police tactics must
continue to be impartial, open, and courteous,
and technology must be controlled by moral
principles. In order to combine the operational
advantages of Big Data with public
expectations of justice and legitimacy,
community participation and participatory
monitoring are crucial (College of Policing,
2024; UNODC, 2025). Although crime
mapping and big data analytics have a lot of
potential to enhance evidence-based policing,
their advantages depend on data quality,

scientific rigour, ethical governance, and
ongoing community confidence.
CHALLENGES AND BARRIERS

Data Quality, Availability, and

Standardisation

The problem of data availability and quality
is one of the biggest obstacles to the successful
application of Big Data analytics in African
policing. Many African cities have inconsistent,
inadequate, and underreported crime statistics,
especially in informal settlements. These flaws
make crime mapping and predictive analytics
less reliable, which could result in poor policy
decisions (UNODC, 2025). Additionally,
attempts to integrate statistics and do
comparative studies are complicated by the lack
of uniform data collection and reporting
procedures across countries (World Bank,
2025).

Resource and Infrastructure Constraints

A significant  investment in ICT
infrastructure, such as data storage systems, fast
internet access, and sophisticated analysis tools,
is necessary to deploy Big Data-driven police.
However, the limited resources available to
many African law enforcement organisations
make it difficult for them to use and maintain
such technologies (African Union, 2025).
These issues are made worse by inadequate



Published by The College of Science & Information Technology (COSIT), TASFUED, Vol. 19, No. 2, pp. 246-257.

funding and conflicting governmental agendas,
which leads to uneven adoption among cities.

Technical Skills and Capacity Gaps

The availability of qualified staff with
knowledge of data science, GIS, and machine
learning is essential for the efficient use of Big
Data analytics and crime mapping technologies.
The deployment and upkeep of data-driven
systems are hampered by the lack of such
competence in law enforcement organisations
in many African contexts (Kitchin, 2024).
Capacity limitations also affect institutional
knowledge and training, which restricts
employees' capacity to properly comprehend
and use analytical results.

Algorithmic Bias and Ethical Concerns

One major issue with predictive policing is
algorithmic prejudice. Certain communities
may be disproportionately targeted by models
that were trained on skewed or insufficient data.
Concerns regarding civil liberties, privacy, and
possible data misuse are also raised by the
deployment of surveillance technologies (The
Guardian, 2026). Strong ethical frameworks,
accountability systems, and openness are
necessary to address these problems (College of
Policing, 2024).

Resistance to Adoption and Institutional
Limitations

Another major obstacle to technological
development is institutional resistance.
Innovative methods are frequently hampered by
bureaucratic slowness, traditional policing
cultures, and a lack of political will.
Furthermore, the efficacy of digital policing
activities is  restricted by inadequate
institutional frameworks and governance
structures, especially in situations where public
trust is low (Abrahamsen & Williams, 2024).

STRATEGIC POLICY
RECOMMENDATIONS

Governments must give ICT and data
infrastructure investment top priority if they
want to leverage the advantages of crime
mapping and Big Data analytics in African
police. To provide real-time data access and
GIS-based crime analysis, this involves
improved broadband connectivity, secure cloud
platforms, and integrated data management
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systems (World Bank, 2025). Building capacity
is equally important. To improve technical
proficiency and encourage -evidence-based
decision-making, law enforcement personnel
should receive training in data analytics, GIS,
and machine learning with assistance from
academic institutions and technological
companies (Kitchin, 2024).

To protect privacy, guarantee transparency,
and lessen algorithmic bias, strong legal and
ethical frameworks are crucial. To preserve
public confidence in digital policing,
governments should enact data privacy
legislation and oversight procedures (African
Union, 2025). Standardising procedures,
spreading best practices, and promoting the
long-term adoption of Big Data solutions
throughout African cities may all be achieved
through regional collaboration and information
exchange (UNODC, 2025).

LIMITATIONS OF THE STUDY

There are a number of limitations to this
study that should be noted. First, the quality and
accessibility of secondary data present a major
problem since datasets may be unevenly
reported, inconsistent, or incomplete in various
African urban environments. The analysis's
depth and dependability may be impacted by
such heterogeneity. Second, the results could
not be entirely applicable to all urban settings
throughout the continent due to the significant
variation in socioeconomic circumstances,
institutional  capabilities, and governance
structures among African cities. Third, there are
intrinsic drawbacks to using predictive models
and Big Data techniques, such as the possibility
of bias and errors resulting from incomplete or
unrepresentative datasets (Kitchin, 2024).
Lastly, the study's recommendations may not be
as practicable or feasible due to institutional
and resource limitations in many cities,
especially in low-capacity settings.
Notwithstanding these drawbacks, the study
offers insightful information about how crime
mapping and big data might be combined for
urban security governance.
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CONCLUSION

With an emphasis on security governance
and evidence-based policing, this study looked
at how crime mapping and big data analytics are
changing policing methods in African cities.
Results show that data-driven technologies,
such as predictive policing and GIS-based
crime mapping, improve accountability,
resource allocation, and crime prevention.
Their effectiveness, however, depends on high-
quality data, robust ICT infrastructure, and
institutional capacity, with challenges such as
data gaps, resource limitations, and ethical
concerns constraining full adoption (UNODC,
2025; World Bank, 2025). Theoretically, socio-
technical systems theory, crime pattern theory,
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