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ABSTRACT: Today, machines, appliances, homes, offices, vehicles, sensors, and systems across many sectors
of human endeavours can be interconnected to exchange information and autonomously perform tasks. All these
efforts are geared toward creating a smarter society. These have ushered in a new era in the technological landscape
of devices on the Internet through multiple networks known as the Internet of Things (IoT). The swift expansion
of the Internet of Things (IoT) has dramatically transformed numerous sectors by interlinking devices and
facilitating smooth data sharing. Yet, this enhanced interconnectedness also bring about substantial cybersecurity
challenges. With the continuous expansion of the Internet of Things (IoT), it is essential to have robust risk
assessment and management in place to mitigate cybersecurity risks. Currently, there is no general IoT security
model and efforts to standardize IoT security are at their infantry phase. There are only a few IoT security
standards, and best practices are not focused on IoT security risk assessment and management. This paper reviews
some existing risk assessment and management models for IoT and proposes innovative improvements to address
identified gaps. The proposed model strives to fortify loT systems, ensuring their reliability, security, and efficient
performance. By evaluating the strengths and weaknesses of current models and embracing improved models,
organizations can better assess and manage risks associated with IoT deployments.

KEYWORDS: Internet of Things (IoT), Cybersecurity, Risk assessment, Risk management, IoT-specific
challenges

1. INTRODUCTION

The world is rapidly advancing in automation. Continuing progression in computing technologies such as the
Internet, communication networks, information systems, and smart devices has further given rise to more
opportunities for automation and interconnectedness. Today, machines, appliances, homes, offices, vehicles,
sensors, and systems across many sectors of human endeavours can be interconnected to exchange information
autonomously to perform tasks simultaneously, and be remotely controllable. All these efforts are geared toward

creating a smarter society.

These developments have ushered in a new era in the technological landscape of devices on the Internet through
multiple networks known as the Internet of Things (IoT). IoT is ubiquitous and has been applied in aspects of
existence and fields such as automobiles, transportation, smart homes, smart cities, energy supply, health care
delivery, industrial processes, and supply chain management, among others. IoT devices result from the

convergence of information technology (IT) and operational technology (OT) (NIST, 2018).

The global count of Internet of Things (IoT) devices has seen a consistent upward trend in the past few years.
Studies have shown that IoT has immense potential economic value which is large and growing. It is estimated
that by 2030, the IoT could enable $5.5 trillion to $12.6 trillion in value globally, including the value captured by

consumers and customers of [oT products and services (Michael Chui et. al., 2021).
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While the emergence and the continuing growth of IoT have opened a new vista of opportunities in terms of
improving the quality of life as well as creating vast economic opportunities, it has also come along with enormous
risks (Meneghello et. al., 2019). The fact that the number of IoT devices is growing at exponential rates and its
adoption is expanding further into many fields means there is much to worry about in the coming decades

regarding the threats and risks posed by IoT.

How can these interconnected systems and devices be protected from the threats of attacks? This brings us to the
concept of the cybersecurity of IoT. Cybersecurity is the collection of policies, techniques, technologies, and
processes that work together to protect the confidentiality, integrity, and availability of computing resources,

networks, software programs, and data from attack (Berman et. al., 2019).

Already, there are troubling statistics about malware attacks on existing IoT devices and systems. In recent years,
there have been high-profile breaches of critical systems running on IoT. According to Kaspersky, some 1.51

billion IoT breaches occurred from January to June 2021 (Cyrus, 2021).

Considering the data privacy concerns and cybersecurity implications of IoT, several studies have been conducted
in this emerging field of IoT against attendant threats and vulnerabilities (Osanaiye et al, 2022). Similarly, studies
have been carried out on risk assessment models and cybersecurity in information systems in general (Dhillon,
2016). However, studies on the application of risk management principles to assess and mitigate these risks

associated with IoT seem rare based on reviews carried out so far.

According to McKinsey & Company, there is no general [oT security model. Similarly, efforts to standardize IoT
security still seem to be at their infantry phase. There are only a few [oT security standards, and best practices are
not focused on IoT security risk assessment and management (Popescu et. al., 2021). Considering this clear
research gap in terms of the existence of an [oT security risk assessment and management strategy reference

model, thus a need for this research work.

The goals of risk management are to identify, measure, control, and minimize the losses associated with uncertain
events or risks. Risk assessment includes tasks such as analyzing assets, identifying vulnerabilities and potential
risks due to threats, finding risk-reducing measures, and making decisions related to the acceptance, avoidance,
or transfer of risk (Kau and Lashkari, 2021). Risk management also includes determining risk-reducing measures

and budgeting, implementing, maintaining, and having priorities assigned to the measures.

Having shown the benefits and growing application of IoT and the enormous implications that can occur when
such a system is compromised or breached, then the questions arise: What are the potential risks with ToT and
how can these risks be assessed and effectively managed? This paper reviews existing risk assessment and
management models for IoT and proposes improvements or a new model for enhanced effectiveness. By
evaluating the strengths and weaknesses of current models, and incorporating IoT's unique challenges,

organizations can better assess and manage risks associated with IoT deployments.
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2. RELATED WORKS
The risk assessment and management approaches in cybersecurity that have been extended to IoTs will be
explored. Furthermore, we will provide an examination of the relevant studies on this risk assessment method that

contributes to simplifying the task of maintaining security conditions.

Model 1: Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE)

Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) is a risk-based strategic assessment
and planning technique for security. The model was developed by the Software Engineering Institute (SEI) at
Carnegie Mellon University (Hashim et. al., 2018). OCTAVE is not specific to IoT but is commonly applied in

various technological contexts, including IoT (Radanliev et. al., 2018).

The OCTAVE model (Figure 1) has some strengths which make it a veritable model for assessing and managing
risks in systems. For example, OCTAVE takes a holistic approach, considering all elements within an organization
that may contribute to risk. This includes not only technology but also people and operational processes. Also,
OCTAVE is designed to be a self-directed method. This means that organizations can implement OCTAVE using
their staff, which increases internal awareness and understanding of the organization's risks and vulnerabilities.
Although it is not a one-size-fits-all model, it is a framework that organizations can adapt to their specific needs,

contexts, and resources.
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Fig. 1: The OCTAVE Model (sunflower-cissp, 2019)

However, OCTAVE has its challenges and areas for improvement. As a comprehensive and participatory process,
OCTAVE can be time and resource-intensive. For organizations with limited resources or urgent security needs,
this could be a significant challenge (Alshboul and Streff, 2015). Additionally, while OCTAVE is self-directed, it

requires a reasonable level of expertise to execute effectively. Without sufficient in-house knowledge and skill,
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organizations may struggle to implement the model effectively. OCTAVE is versatile and can be applied to various
contexts, yet it does not specifically address the unique challenges of IoT. As such, organizations may need to

augment OCTAVE with additional tools or strategies tailored to IoT security.

Model 2: NIST SP 800-30 Risk Management Framework

The National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30 is a framework for
conducting risk assessments. It is part of the broader NIST Risk Management Framework (RMF) that provides a
structured process for integrating security and risk management activities into the system development lifecycle.
The main advantage of the NIST SP 800-30 is that it is part of a wider, more comprehensive risk management
framework. It outlines detailed steps for risk assessment, including preparing for the assessment, conducting it,
communicating the results, and maintaining the assessment (NIST, 2012). Similarly, as a NIST publication, it
comes with a high level of credibility and is widely accepted in various industries. The NIST (RMF), including
SP 800-30, is used to provide risk assessment guidelines for government agencies and private sector organizations
(Al Fikri et. al., 2019). The NIST SP 800-30 is accompanied by thorough documentation, providing detailed
guidance for organizations conducting risk assessments. This helps ensure the process is both comprehensive and

transparent.
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Fig. 2: NIST SP 800-30 Risk Management Framework (Cyvatar, 2021)

On the other hand, the NIST SP 800-30 framework (Figure 2) is not without its drawbacks. It can be quite complex,
especially for organizations without much experience in risk assessment. It requires a certain level of expertise to
implement effectively. Furthermore, due to its comprehensive nature, implementing NIST SP 800-30 can be

resource-intensive, potentially posing a challenge for organizations with limited resources. Like many general risk
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assessment frameworks, NIST SP 800-30 is high-level and does not specifically address the unique challenges
and risks associated with IoT. As a result, it may need to be supplemented with additional IoT-specific risk

assessment strategies.

The NIST SP 800-30 is a credible and comprehensive guide for conducting risk assessments. However,
organizations looking to apply it to IoT environments may need to supplement it with additional strategies to

address the unique risks and challenges associated with [oT.

Model 3: ISO/IEC 27005 Information Security Risk Management

ISO/IEC 27005 is a standard developed by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) that provides guidelines for information security risk
management. One benefit of the ISO/IEC 27005 model is that it offers a comprehensive framework for managing
information security risks, including the entire process from risk assessment to risk treatment (Wangen et. al.,
2018). As part of the ISO 27000 series, this standard aligns well with other ISO information security standards
(Al Fikria, 2019). This can help organizations achieve a more cohesive and integrated approach to information
security. The ISO/IEC standards are globally recognized and respected, and compliance with these standards can

enhance an organization's credibility.
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Fig. 3: ISO/IEC 27005 (ISO, 2011)

ISO/IEC 27005 is a general information security standard and thus, does not specifically address the unique
challenges and risks associated with IoT. Thus, organizations may need to supplement it with additional IoT-
specific risk assessment and management strategies. Another challenge with SO/IEC 27005 is that it can be
complex to implement, particularly for organizations without a solid background in information security risk
management. The standard may require considerable time and resources to fully implement. Implementing ISO

standards, including ISO/IEC 27005, can be costly. The cost includes not only the cost of the standard itself but
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also the resources required for implementation, potential consulting fees, and the cost of certification if the

organization chooses to become certified.

ISO/IEC 27005 (Figure 3) is a globally recognized and comprehensive standard for information security risk
management (Patifio et. al., 2018). However, organizations looking to apply it in an IoT context may need to
address additional challenges and risks specific to IoT environments. As with any standard or framework,

successful implementation requires a commitment of resources and organizational support.

Model 4: Factor Analysis of Information Risk (FAIR)

Factor Analysis of Information Risk (FAIR) is a risk analysis model and framework (Figure 4) that provides a
standard taxonomy and ontology for evaluating and quantifying information risk in a way that is both practical
and grounded in economic principles (Whitman and Mattord, 2013). It helps organizations understand, analyze,

and quantify information risk in financial terms (Fair Institute, 2022).

FAIR uses the quantitative approach in assessing and managing risks (Radanliev, 2018). Unlike many other risk
assessment models, FAIR aims to quantify risk in financial terms. This can make it easier and more attractive for
businesses to incorporate risk assessment into their decision-making processes. Likewise, it provides a
standardized language for discussing and understanding risk. This can help to break down silos within an
organization, improving communication around risk. Another strength of FAIR is its focus on probabilities. It
looks at risk in terms of probabilities and impact, which can help organizations develop a more nuanced

understanding of their risk landscape (The Open Group, 2009).
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Fig. 4: FAIR Model (Fair Institute, 2022)

Despite its strengths, FAIR also has its shortcomings (Balbix. 2022). To implement FAIR effectively, an
organization may require a certain level of expertise. Without this expertise, there is a risk that the model could
be applied incorrectly. Like other current risk assessment and management models, FAIR is not specifically

designed for [oT environments, and while it can be adapted for such use, it may not capture all the unique aspects
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of IoT risk. Again, quantifying risk in the way FAIR recommends can be time-consuming and resource-intensive.
While it can ultimately lead to more effective risk management, the upfront investment required may be a barrier

for some organizations.

FAIR offers a unique approach to risk management with its focus on quantification and probabilities. However,
organizations need to be aware of the resources and expertise required to effectively implement the model, and

additional considerations may be necessary for loT-specific risks.

Model 5: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege
(STRIDE)

STRIDE is a threat modeling methodology developed by Loren Kohnfelder and Praerit Garg in 1999. It was
adopted by Microsoft and incorporated into its structure in 2002 (Saikat Das et. al., 2021). STRIDE is a model for
finding threats in a system being designed or existing. The acronym STRIDE stands for Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege. These are the categories of

threats that the methodology aims to identify and mitigate.

One major strength of STRIDE is that it offers comprehensive categorization (Viswanathan and Jayagopal, 2021).
STRIDE (Figure 5) provides a broad categorization of threats, which can be a useful tool for ensuring that an
organization considers a wide range of potential security issues. Moreover, when compared to some other threat
modeling methodologies. STRIDE was developed by Microsoft, a well-known and trusted entity in the world of
technology, and it is relatively simple and easy to use, making it accessible to a wide range of organizations (Kim
et. al., 2022).
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Fig. 5: STRIDE Model (Defense Lead. 2021)

Conversely, there are some challenges and areas that require improvement in the model. STRIDE is designed to
identify threats, not to assess risks. This means it does not prioritize threats based on their potential impact or
likelihood. As such, organizations may need to complement STRIDE with a risk-based approach to effectively
manage their security. Again, like many other threat modeling methodologies, STRIDE is not specifically
designed for IoT environments. While it can certainly be used in an IoT context, it may not capture all the unique

aspects of IoT security. Furthermore, while STRIDE is simpler than some other methodologies, effective
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implementation still requires a good understanding of security principles and the system being analyzed. Without

this expertise, there is a risk that some threats may be overlooked.

In conclusion, STRIDE is a valuable tool for threat modeling that can help organizations identify a wide range of
potential security issues. However, to effectively manage security in an IoT context, it may need to be

complemented with a risk-based approach and additional IoT-specific considerations.

3. PROPOSED IMPROVEMENTS FOR EXISTING MODELS

Having reviewed the strengths and weaknesses of some existing models for IoT Risk Assessment and
Management, we propose the following improvements aimed at addressing the gaps and challenges inherent in
the current models:

1.  Greater Focus on IoT-Specific Risks: Given the unique nature of [oT ecosystems, improvements propose
a more detailed examination of loT-specific vulnerabilities, such as those related to device heterogeneity,
resource constraints, and the impact of real-time operations.

2. Integration of Al and Machine Learning Techniques: As IoT environments are inherently dynamic,
traditional static risk assessment approaches may fall short. There is a growing recognition of the
potential benefits of integrating Al and machine learning techniques into risk assessment models. With
the vast amount of data generated by IoT devices, employing advanced analytics, machine learning, and
Al can help in automated risk detection, assessment, and management. This could significantly improve
the speed and scalability of risk management models in large-scale [oT systems.

3. Enhanced Quantification of Risks: Some improvements suggest more sophisticated methods of
quantifying risks, including the integration of economic models, to better align risk management with
business decision-making processes.

4. Handling Scalability: IoT environments are typically characterized by a large number of devices, making
scalability an essential factor. Given the scope and scale of IoT, models need to be scalable to effectively
manage risk in large IoT ecosystems. This could involve modular or hierarchical approaches that can
handle complexity without becoming unmanageable. Improved models should thus be able to efficiently
manage risks in large-scale IoT networks.

5. Security by Design: It is often proposed that security should be integrated into the design of IoT systems
rather than added as an afterthought. This "security by design" principle can be more effectively
incorporated into risk management models.

6. Consideration of Human Factors: As IoT systems often interact directly with users in a variety of
contexts, improvements propose a more explicit consideration of human factors in risk assessment and
management models.

7. Dynamic and Adaptive Models: Given the rapidly evolving nature of IoT ecosystems and associated
threats, proposed improvements emphasize the need for risk assessment models to be dynamic and
adaptive, capable of evolving with the changing threat landscape.

8. Holistic Approach: Improvements propose a more holistic view that looks beyond the technology itself
to consider organizational and societal implications, including issues related to privacy, ethics, and

regulatory compliance.

Journal of Science and Information Technology, Vol. 17, No. 1 52



JOSIT 17(1) Osanaiye ef al. 2022

The proposed improvements aim to better tailor risk assessment and management models to the unique
characteristics and challenges of [oT environments, to integrate advanced computational techniques, and to adopt
a more holistic and dynamic view of risk management. As IoT continues to evolve and expand, these

improvements will need to be continually reassessed and refined.

1. Introduction of a New Model: The IoT Risk Assessment and Management Model (IoT-RAM)

Having evaluated current and identified possible areas of improvement, we propose a new model to address the
identified weaknesses and challenges for the current models, the IoT Risk Assessment and Management (IoT-
RAM) model. The IoT-RAM model is a novel approach aimed at addressing the unique challenges posed by
Internet of Things (IoT) environments in terms of security risk assessment and management. Designed to enhance
existing methodologies, this model incorporates the dynamism and complexity of IoT ecosystems and offers a

comprehensive, scalable, and practical framework.

The proposed IoT-RAM comprises of the following steps:

1. IoT Asset Identification: This would include IoT devices, data, and systems that could be affected by
cybersecurity risks.

2. Data Collection: A stage to represent the process of gathering data from identified IoT devices, user
interactions, network traffic, etc.

3. Al-Enhanced Risk Identification: Connected to the second stage. Here, Al algorithms help automatically
identify potential threats and vulnerabilities.

4. Al-Powered Risk Analysis: Connected to the third stage. In this stage, Al incorporates probabilistic
models and methodologies and assists in estimating the likelihood and potential impact of identified
risks.

5. Al-Enabled Risk Evaluation: A stage where Al could assist with evaluating the risks against established
criteria to rank and prioritize them based on their potential impact.

6. Al-Driven Risk Mitigation: This stage involves devising strategies and actions to manage and reduce the
identified risks.

7. Al-Driven Proactive Implementation of Controls: This would involve putting the decided strategies into
action. Al could aid in devising and implementing mitigation strategies to reduce or eliminate the
identified risks.

8. Al-Enabled Continuous Monitoring and Review: An arrow loops back from the "Risk Mitigation" stage
to the "Data Collection" stage. This represents the use of Al to continuously monitor the system and
update the risk profile.

9. Al-Enabled Report Generation and Communication: Finally, appropriate reports are generated and

automatically communicated to users and relevant security experts.

The IoT-RAM model incorporates several features:
e loT-specific Considerations: [oT-RAM is designed specifically with the IoT environment in mind,
considering the diversity and the vast number of connected devices, interoperability issues, and

unique data privacy concerns inherent to IoT.
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Dynamic Risk Assessment: Given the rapid evolution of IoT technologies and associated threats,
[IoT-RAM proposes a dynamic approach to risk assessments. This involves continuous monitoring
and regular updating of risk assessments to reflect changes in the IoT environment and threat
landscape as new threats emerge and existing ones evolve.

Holistic Security Measures: The model includes comprehensive security measures that span across
all layers of the IoT architecture, from physical devices to network and application layers, ensuring

a robust defense against a wide array of potential threats.

Scalability: Recognizing the broad scale of many IoT deployments, the [ocT-RAM model is designed
to be scalable. This could involve the use of automated tools or algorithms to perform risk
assessments across a large number of devices or system components to support automated risk
assessment processes for managing large numbers of devices and systems.

Quantitative Risk Evaluation: [ocT-RAM model promotes a quantitative approach to risk evaluation,
thus incorporating probabilistic models and methodologies for estimating the likelihood and
potential impact of various threats. This can help organizations better understand the potential impact
of various threats and make more informed decisions about where to allocate resources.
User-friendly and Accessible: The model aims to be accessible and straightforward, helping not only
security experts but also those without extensive technical knowledge to understand and manage [oT
risks effectively.

IoT-Specific Risk Factors: Unlike traditional risk assessment models, the [0T-RAM model
incorporates risk factors that are uniquely related to IoT. This includes considerations around the
vast and diverse nature of IoT devices, interoperability issues, data privacy concerns, and the rapid
evolution of IoT technologies and associated threats.

Comprehensive Security Measures: The IToT-RAM model promotes the implementation of security
measures that span across all layers of the IoT architecture. This involves taking a holistic approach
to security that covers the physical devices, the network, and the application layers.

Simplification for Non-Experts: The IoT-RAM model aims to make risk assessment and
management more accessible to non-experts. This may involve the development of user-friendly

tools and guides or the use of simplified language and concepts.

The IoT-RAM model provides a targeted approach to risk assessment and management in IoT environments. Its

core tenets offer a way forward in tackling the unique and complex security challenges presented by IoT,

delivering a proactive and comprehensive solution for organizations navigating the IoT landscape.

2. Comparative Analysis of Existing Models with the loT-RAM Model
Existing risk assessment and management models, like NIST SP 800-30, ISO/IEC 27005, FAIR, STRIDE, and

OCTAVE, provide a robust foundation for understanding and addressing cybersecurity risks. However, they were

not designed specifically for IoT and, therefore, may not fully address the unique characteristics and challenges

posed by IoT environments.

Here is a comparison of the existing models with the [oT-RAM:
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Scope: Existing models, while comprehensive, are typically designed with a broader scope in mind, encompassing
information security in a more general context. The IoT-RAM model, however, is tailored specifically to the
complexities and intricacies of [oT.

loT-Specific Considerations: Existing models may not account for specific IoT-related issues, such as the sheer
number and heterogeneity of IoT devices, interoperability concerns, real-time constraints, and issues related to
the large scale of [oT deployments. The [oT-RAM model aims to integrate these considerations into the risk
assessment and management process.

Dynamic Risk Assessment: Existing models often take a static view of risk, conducting assessments at specific
points in time. The [oT-RAM model, recognizing the fast-paced and dynamic nature of IoT, proposes continuous
monitoring and updating of risk assessments.

Scalability: With the potential for millions or even billions of IoT devices in a single system, the scalability of risk
assessment processes becomes crucial. While existing models can struggle to address this issue, the [ocT-RAM
model emphasizes scalability.

Quantitative Risk Evaluation: Models like FAIR focus on quantitative risk evaluation, but not all existing models
do. The IoT-RAM model encourages a quantitative approach, helping organizations to better understand the
potential impact and probability of various threats.

Simplification for Non-Experts: While existing models often require a deep understanding of cybersecurity
concepts, the [oT-RAM model aims to make the risk assessment process more accessible to non-experts.

The IoT-RAM model seeks to build on the strengths of existing models while addressing their limitations in the
context of IoT. It provides a more IoT-centric, dynamic, scalable, and user-friendly approach to risk assessment

and management.

4. CONCLUSION AND FUTURE WORK

This paper introduces a guiding model for IoT security risk management strategies. It is designed to assist
professionals from organizations that are utilizing IoT technologies, helping them create or redesign their IoT
security risk management strategies to secure their adoption of the Internet of Things (IoT). Additionally, it will
serve as a valuable resource for academic researchers who are investigating IoT security risk management
strategies in their scholarly pursuits. This work outlined the rapidly evolving landscape of Internet of Things (IoT)
technology by reviewing existing models and evaluated their ability to address the unique challenges posed by
IoT, identified weaknesses, and proposed innovative improvements to address identified gaps. Subsequently, the
work proposed a new model, the [oT Risk Assessment and Management (IoT-RAM) Model, aimed at addressing
the unique challenges posed by Internet of Things (IoT) environments in terms of cybersecurity risk assessment

and management.
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